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Cohesity 

There are a lot of components/offerings within the Cohesity solution set, however it’s most lucrative to focus in on 

Ransomware Recovery and Data Protection.  

Data Protection is the process of safeguarding your organization's data. Cohesity uses the following terminology for 
protection components. 

• Source: An object in your organization that you want to protect, such as a VM, physical server, Pure Storage 
volume, MS SQL Server and NAS. 

• Agent: The Cohesity software that you install on physical servers and certain VM hypervisors to 
enable Cohesity to protect them. 

• Registration: The process of registering the source with the Cohesity cluster. 

• Policy: A collection of reusable settings that define how and when sources are protected, replicated and 
archived. You select a policy when configuring a Protection Group. 

• Protection Group: A backup job that runs repeatedly, based on an associated policy, to back up data from a 
source and store it on the cluster. 

• Remote Adapter Protection Group: A backup job that runs scripts or executables on a remote Linux machine, 
typically for sources that are not supported by Cohesity. 

• External Target: A software environment outside the cluster, such as a cloud or tape management system, 
which can be used for archiving inactive data for long term retention on less expensive storage.  

Ransomware is combatted by leveraging Cohesity within a company’s Data Center environment & security posture – it 

will effectively counter ransomware attacks to avoid your company having to pay ransom (think of reference to how 

much money North Wind’s competitor had to pay in ransom and can use that as a point of reference, but also look 

deeper into what other costs come with being “down”.) 

• Protect Backup → The immutable backup snapshots, combined with DataLock (WORM), RBAC, air-gap and 

multi-factor authentication prevent your backup data from becoming a target 

o Essentially, this aspect will make it harder for cyber attackers/threats to find your data and make you a 

prime target 

• Detect → Machine-driven intelligence establishes patterns and automatically detects and reports anomalies  

o Essentially, this means that the platform will let the user know if there’s anything fishy or out of place, 

making it easier to see if someone is attempting to hit you with a cyber attack 

• Rapid Recovery → Simple search and instant recovery to any point in time gets you back in business fast. 

Cohesity’s unique instant mass restore quickly recovers hundreds of virtual machines (VMs), databases, files and 

objects 

o Essentially, this means that IF a company (North Wind’s) happens to get Ransomed, it will be easier to 

do remediate, or for a lack of better terms do “damage control” to get the hospital back up and running  

(https://www.cohesity.com/resource-assets/solution-brief/Counter-Ransomware-Attacks-with-Cohesity.pdf) 
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North Winds  - current IT operating costs to be aware of:  

Tape Backup - 5 year TCO (Total Cost of Ownership) - *this would all disappear with a potential Cohesity 

implementation. 

 

* source: https://www.backupworks.com/costofdiskvstape.aspx  

 

Assume this is paid evenly over 5 years - Annual Cost = $122,500. 

 

Cost of a ransomware attack: 

Direct revenue impact should the hospital need to ‘pause’ caregiving operations in the event of a ransomware  attack: 

• Assume $10,000 per hospital bed in use, per hour 

• Average % of hospital beds in use at North Winds over the last 3 months:  50% 

• Average network ‘downtime’ per ransomware event for a large hospital: 24 hours (time to full recovery given 
current antiquated tape backup). 

• = $27M direct REVENUE impact  
o  Does NOT take into account salaries that are idle (high paid surgeons, doctors, nurses etc.) 

o Does NOT include the cost of notifying all patients who may have had their personal health 

information compromised, etc.. 

▪ https://www.hhs.gov/hipaa/for-professionals/breach-notification/index.html  

o Does NOT include cost of any potential litigation associated with untimely deaths, etc. that may result 

from a pause in caregiving operations. 

 

Moving to Cohesity:  

Cohesity Helios and DataProtect Pricing (Assuming 1 Petabyte of storage):  

• $1,000,000 upfront  

• $75,000 / year for licensing and support  

Assumptions:  North Winds will achieve a 90% reduction in recovery time versus their tape backup environment (while 

mitigating the need to pay any ransom demanded); and an 80% reduction in incremental backup time.  

 

https://www.backupworks.com/costofdiskvstape.aspx
https://www.hhs.gov/hipaa/for-professionals/breach-notification/index.html
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Additional Resources: 

https://www.cohesity.com/resource-assets/solution-brief/Counter-Ransomware-Attacks-with-Cohesity.pdf  

https://www.cohesity.com/products/dataprotect/  

https://www.cohesity.com/products/helios/ 

 

https://www.cohesity.com/resource-assets/solution-brief/Counter-Ransomware-Attacks-with-Cohesity.pdf
https://www.cohesity.com/products/dataprotect/
https://www.cohesity.com/products/helios/

